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Stepl, Tunnel I/F %HRE

VPN-RT1(config)#tinterface tunnel @
VPN-RT1(config-if)#ip address 172.16.1.1 255.255.255.@
VPN-RT1(config-if)#tunnel source Ethernetl/@
VPN-RT1(config-if)#tunnel destination 108.1.2.2

VPN-RT2(config)#tinterface tunnel @
VPN-RT2(config-if)#ip address 172.16.1.2 255.255.255.@
VPN-RT2(config-if)#tunnel source Ethernetl/@
VPN-RT2(config-if)#tunnel destination 108.1.1.1

Step2, IEWR
VPN-RT1#tshow interfaces tunnel @ 0
Tunnel® is up, line protocol is up

Hardware is Tunnel

Internet address is 172.16.1.1/24 VPN-RT1 Internet VPN-RT2
MTU 17916 bytes, BW 10@ Kbit/sec, DLY 50808 usec, = g

reliability 255/255, txload 1/255, rxload 1/255 o g 100.1.1.0/24 @ty  100.1.2.0/24
Encapsulation TUNNEL, loopback not set A .254 .254 2
Keepalive not set 254
Tunnel source 108.1.1.1 (Ethernetl/@), destination 100.1.2.2 °
Tunnel Subblocks:
src-track:
Tunnel® source tracking subblock associated with Ethernetl/e
Set of tunnels with source Ethernetl/@, 1 member (includes iterators), on interface <OK>
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 808@ (kbps)
Tunnel receive bandwidth 8@e@ (kbps)
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Step3, Static route ZRE
VPN-RT1(config)#ip route 192.168.2.0 255.255.255.0 Tunnel® 172.16.1.2

VPN-RT2(config)#ip route 192.168.1.0 255.255.255.0 Tunnel® 172.16.1.1
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Stepd, Routing table %EHiZ
VPN-RT1#show ip route | be Gateway
Gateway of last resort is not set

100.0.0.98/8 is variably subnetted, 3 subnets, 2 masks

C 100.1.1.8/24 is directly connected, Ethernetl/e
L 100.1.1.1/32 is directly connected, Ethernetl/e
S 100.1.2.8/24 [1/@] via 100.1.1.254, Ethernetl/e
172.16.0.8/16 is variably subnetted, 2 subnets, 2 masks
C 172.16.1.8/24 is directly connected, Tunnel®
L 172.16.1.1/32 is directly connected, Tunnel®
192.168.1.8/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.8/24 is directly connected, Ethernet8/e
L 192.168.1.254/32 is directly connected, Ethernet/e ] GRE Tunnel : 172.16.1.0/24 )
S 192.168.2.0/24 [1/8@] via 172.16.1.2, Tunnel@
—— VPN-RT1 Internet VPN-RT2
Steps, BREE2 ﬁ 100.1.1.0/24 ﬁ 100.1.2.0/24 %
PCl#traceroute 192.168.2.2
Type escape sequence to abort. A 254 254 -2
Tracing the route to 192.168.2.2 254 254
VRF info: (vrf in name/id, vrf out name/id)
1 192.168.1.254 5 msec 5 msec 5 msec S 3
2 172.16.1.2 5 msec 5 msec 5 msec < <
3 192.168.2.2 5 msec 5 msec 5 msec = pa
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PC2#traceroute 192.168.1.1
Type escape sequence to abort. A 2
Tracing the route to 192.168.1.1
VRF info: (vrf in name/id, vrf out name/id) PC1 PC2
1 192.168.2.254 1 msec 4 msec 5 msec
2 172.16.1.1 1 msec 4 msec 6 msec

3 192.168.1.1 1 msec @ msec 1 msec
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Stepl, Tunnel I/F %R¥E
VPN-RT1(config)#tinterface tunnel @
VPN-RT1(config-if)#keepalive 10 3

VPN-RT2(config)#tinterface tunnel @
VPN-RT2(config-if)#keepalive 10 3

Step2, IEWZ
VPN-RT1#tshow interfaces tunnel @
Tunnel® is up, line protocol is up
Hardware is Tunnel
Internet address is 172.16.1.1/24
MTU 17916 bytes, BW 108 Kbit/sec, DLY 50808 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive set (18 sec), retries 3
Tunnel source 100.1.1.1 (Ethernetl/@), destination 160.1.2.2
Tunnel Subblocks:
src-track:
Tunnel@ source tracking subblock associated with Ethernetl/e
Set of tunnels with source Ethernet1/@, 1 member (includes iterators), on interface <OK>
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 8080 (kbps)
Tunnel receive bandwidth 86e8 (kbps)

Step3, keepalive OMIFEHER
VPN-RT1#tdebug tunnel keepalive
Tunnel keepalive debugging is on

*Mar 27 15:24:09.614: Tunnel®: sending keepalive, 100.1.2.2->180.1.1.1 (len=24 ttl1=255), counter=1
*Mar 27 15:24:89.614: Tunnel®: keepalive received, 160.1.2.2->108.1.1.1 (len=24 ttl1=252), resetting
counter
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Stepd, Keepalive MM{FHERBAIMD ACL ERE
VPN-RT1(config)#ip access-list extended 108
VPN-RT1(config-ext-nacl)#permit icmp any any
1

VPN-RT1(config)#tinterface ethernet 1/@
VPN-RT1(config-if)#ip access-group 160 in

StepS, Keepalive [C&3 Tunnel I/F down ZAREE
VPN-RT1#tdebug tunnel keepalive
Tunnel keepalive debugging is on

(len=24 tt1=255), counter=1
(len=24 tt1=255), counter=2
(len=24 tt1=255), counter=3

*Mar 28 ©5:49:47.996: Tunnel®: sending keepalive, 108.1.2.2->100.1.1.1
2 : Tunnel®: sending keepalive, 108.1.2.2->100.1.1.1
: Tunnel®: sending keepalive, 108.1.2.2->100.1.1.1

*Mar 28 ©5:50:18.016: XLINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel®, changed state to down

] GRE Tunnel : 172.16.1.0/24 )

Step6, Tunnel I/F @ Status &EFEE
VPN-RT1#tshow interfaces tunnel @
Tunnel® is up, line protocol is down
Hardware is Tunnel
Internet address is 172.16.1.1/24
MTU 17916 bytes, BW 100 Kbit/sec, DLY 50808 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive set (1@ sec), retries 3
Tunnel source 108.1.1.1 (Ethernet1/@), destination 100.1.2.2
Tunnel Subblocks:
src-track:
Tunnel® source tracking subblock associated with Ethernetl/e
Set of tunnels with source Ethernetl/@, 1 member (includes iterators), on interface <OK>
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 8@8@ (kbps)
Tunnel receive bandwidth 8800 (kbps)
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{mm==)  OSPF neighbor
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(4) Tunnel destination address T42 [100.1.2.0/24] H*
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Stepl, OSPF neighbor HEI%E
VPN-RT1ishow ip ospf neighbor

Neighbor ID Pri  State Dead Time Address Interface
192.168.2.254 e FuLL/ - 00:00:39 172.16.1.2 Tunnel@
100.1.2.254 1 FULL/BDR 00:00:39 100.1.1.254 Ethernetl/@

Step2, Routing Table EHE2
VPN-RT1#ishow ip route ospf | be Gateway
Gateway of last resort is not set

A | N
100.0.0.0/8 is variably subnetted, 3 subnets, 2 masks < Cost 10000 — 1 4
0 100.1.2.0/24 [110/260] via 100.1.1.254, 08:00:28, Ethernet1/@
0 192.168.2.8/24 [118/308] via 100.1.1.254, 80:00:28, Ethernet1/8 ] GRE Tunnel : 172.16.1.0/24 )
Step3, Tunnel I/F 0D OSPF cost % 1 ICE® VPN-RT1 Internet VPN-RT2

VPN-RT1(config)#tinterface tunnel @

VPN-RT1(config-if)#ip ospf cost 1 ﬁ 100.1.1.0/24 ﬁ 100.1.2.0/24 @
; 254 2

Stepd, Routing table %FEEE ! .._.;2 4
VPN-RT1#show ip route ospf | be Gateway .254 L--js <L:-.:‘> .254

Gateway of last resort is not set

- -
N N
100.0.0.9/8 is variably subnetted, 3 subnets, 2 masks < ]

o 100.1.2.6/24 [118/101] via 172.16.1.2, ©8:00:03, Tunnel® o o
0 192.168.2.0/24 [110/101] via 172.16.1.2, 80:00:03, Tunnel® § §

o o
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StepS, Recursive routing [C&3 RSTILNRE - -
*Mar 28 96:39:13.509: XAD]-5-PARENT: Midchain parent maintenance for IP midchain out of Tunneld -
looped chain attempting to stack A 2
*Mar 28 ©96:39:17.83@: XTUN-5-RECURDOWN: Tunnel® temporarily disabled due to recursive routing PC1 PCZ
*Mar 28 ©6:39:17.8308: XLINEPROTO-5-UPDOWN: Line protocol on Interface Tunneld, changed state to down
*Mar 28 ©6:39:17.830: XOSPF-5-ADJCHG: Process 100, Nbr 192.168.2.254 on Tunnel® from FULL to DOWN,
Neighbor Down: Interface down or detached
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