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Stepl, isakmp policy Zi¥iE
VPN-RT1(config)#crypto isakmp policy 10
VPN-RT1(config-isakmp)# encryption aes
VPN-RT1(config-isakmp)# hash sha256
VPN-RT1(config-isakmp)# authentication pre-share
VPN-RT1(config-isakmp)# group 5
VPN-RT1(config-isakmp)# lifetime 1000

VPN-RT2(config)#crypto isakmp policy 10
VPN-RT2(config-isakmp)# encryption aes
VPN-RT2(config-isakmp)# hash sha256
VPN-RT2(config-isakmp)# authentication pre-share
VPN-RT2(config-isakmp)# group 5
VPN-RT2(config-isakmp)# lifetime 1000

Step2, pre-shared key Z:iE
VPN-RT1(config)#crypto isakmp key cisco address 100.1.2.2

VPN-RT2(config)#crypto isakmp key cisco address 100.1.1.1

Step3, ERESR
VPN-RT1#show crypto isakmp policy

Global IKE policy

Protection suite of priority 10
encryption algorithm:
hash algorithm:
authentication method:
Diffie-Hellman group:
lifetime:

AES - Advanced Encryption Standard (128 bit keys).
Secure Hash Standard 2 (256 bit)

Pre-Shared Key

#5 (1536 bit)

1000 seconds, no volume limit
1

VPN-RT1#show crypto isakmp key

Keyring Hostname/Address Preshared Key

default 100.1.2.2 cisco

BS{L7)ILIUXL | AES
J\waF)LIUXL | SHA256
PRI Pre-Shared Key (cisco)
DH group 5
Life time / duration 1,000 sec
(0 GRE Tunnel : 172.16.1.0/24 )
VPN-RT1 Internet VPN-RT2
=S 100.1.1.0/24 Gt 100.1.2.0/24 =i
Kl 1254 1254 2
1254 .254
3 N
S S
g 3
A 2
PC1 PC2
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Step4, transform-set ZF&TE
VPN-RT1(config)#crypto ipsec transform-set AES-SHA esp-aes esp-sha256-hmac

VPN-RT1(cfg-crypto-trans)# mode transport 21U JORIIL | ESP

VPN-RT2(config)#crypto ipsec transform-set AES-SHA esp-aes esp-sha256-hmac

Life time / duration 1,000 sec

VPN-RT2(cfg-crypto-trans)# mode transport

Steps, WEWR — R ransport
VPN-RT1#show crypto ipsec transform-set AES-SHA ATULE—-R transpo
{ esp-aes esp-sha2s6-hmac  }

will negotiate = { Transport, }, BESL7ILT U X AES

Step6, ACL Z/E /\W:/JT)LjUXA SHA256

VPN-RT1(config)#access-list 100 permit gre host 100.1.1.1 host 100.1.2.2

VPN-RT2(config)# access-list 100 permit gre host 100.1.2.2 host 100.1.1.1 DH group N/A

Step7, IPsec Life time / duration Z®E
VPN-RT1(config)#crypto ipsec security-association lifetime seconds 1000

VPN-RT2(config)#crypto ipsec security-association lifetime seconds 1000 ( GRE Tunnel : 172.16.1.0/24 )
Step8, crypto map DRE N N
VPN-RT1(config)#crypto map GRE-OVER-IPSEC 10 ipsec-isakmp VPN-RT1 Internet VPN-RT2
VPN-RT1(config-crypto-map)# set peer 100.1.2.2 SEEE 100.1.1.0/24 =G 100.1.2.0/24 =
VPN-RT1(config-crypto-map)# set transform-set AES-SHA — —
VPN-RT1(config-crypto-map)# match address 100 A .254 .254 .2

.254 .254

VPN-RT2(config)#crypto map GRE-OVER-IPSEC 10 ipsec-isakmp
VPN-RT2(config-crypto-map)# set peer 100.1.1.1
VPN-RT2(config-crypto-map)# set transform-set AES-SHA
VPN-RT2(config-crypto-map)# match address 100

Step9, REMR
VPN-RT1#show crypto map
Crypto Map IPv4 "GRE-OVER-IPSEC" 10 ipsec-isakmp
Peer = 100.1.2.2
Extended IP access list 160
access-list 100 permit gre host 100.1.1.1 host 100.1.2.2 A 2
Security association lifetime: 4668000 kilobytes/100@ seconds
Responder-Only (Y/N): N
PES (Y/N): N
Mixed-mode : Disabled
Transform sets={
AES-SHA: { esp-aes esp-sha256-hmac } ,

192.168.1.0/24
192.168.2.0/24

bl
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ped
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N
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Step1@, crypto map %& I/F (EA
VPN-RT1(config-if)#crypto map GRE-OVER-IPSEC

VPN-RT2(config-if)#crypto map GRE-OVER-IPSEC

Stepll, REHER
VPN-RT1#show crypto map
Crypto Map IPv4 "GRE-OVER-IPSEC" 10 ipsec-isakmp
Peer = 100.1.2.2
Extended IP access list 100
access-list 106 permit gre host 100.1.1.1 host 100.1.2.2
Current peer: 100.1.2.2
Security association lifetime: 4608000 kilobytes/1000 seconds
Responder-Only (Y/N): N
PES (Y/N): N
Mixed-mode : Disabled
Transform sets={

AES-SHA: { esp-aes esp-sha2s6-hmac } , 0 ISAKMP SA )
Interfaces using crypto map GRE-OVER-IPSEC:

Ethernet1/e 0 GRE Tunnel : 172.16.1.0/24 )
Interfaces using crypto map NiStTeStl: VPN-RT1 Internet VPN-R'Q

Step12, PC1 M5 PC2 (T ping ZR{T e — -
PC1#ping 192.168.2.2 100.1.1.0/24 100.1.2.0/24
Type escape sequence to abort. 1 254 254 2

Sending 5, 16@-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
i 254 .254

Success rate is 80 percent (4/5), round-trip min/avg/max = 5/7/16 ms

Stepl3, isakmp sa ODHEER
VPN-RT1#show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst

192.168.1.0/24

<
N
<
<
N
©
©°
src state conn-id status :
100.1.2.2 100.1.1.1 QM_IDLE 1001 ACTIVE B
IPv6 Crypto ISAKMP SA 1 2
VPN-RT2#show crypto isakmp sa PC1 PC2
IPv4 Crypto ISAKMP SA
dst src state conn-id status
100.1.2.2 100.1.1.1 QM_IDLE 1001 ACTIVE

IPv6 Crypto ISAKMP SA

ICEF L7z crypto map %= ¥ |/F IS@ERAT 5,
Tld. GRE packet AVXfEE N3 Internet@IFD I/F ICEA L TWLW 3,
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Stepld, IPsec SA DBESR
VPN-RT1#show crypto ipsec sa

interface: Ethernetl/@
Crypto map tag: GRE-OVER-IPSEC, local addr 160.1.1.1

protected vrf: (none
local ident (addr/mask/prot/port): (160.1.1.1/255.255.255.255/47/0
remote ident (addr/mask/prot/port): (160.1.2.2/255.255.255.255/47/@)
current_peer 100.1.2.2 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 6, #pkts decompressed: @

#pkts not compressed: ©, #pkts compr. failed: @ () IPsec SA (VPN-R'Q to VPN-RT1)
#pkts not decompressed: @, #pkts decompress failed: @
#send errors @, #recv errors @ () IPsec SA (VPN-RT1 to VPN-RT2)

local crypto endpt.: 100.1.1.1, remote crypto endpt.: 160.1.2.2

plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb Ethernetl/@ () ISAKMP SA

current outbound spi: @x7DS7ABOF (2162897567)

PES (Y/N): N, DH group: none ( GRE Tunnel : 172.16.1.0/24
inbound esp s

as:
spi: @x46A76EEF(1185378031)

transform: esp-aes esp-sha256-hmac , VPN-RT1 Internet VPN-RT2

in use settings ={Transport, }

=y 100.1.1.0/24 E= 100.1.2.0/24 Eie
conn id: 1, flow_id: SW:1, sibling_flags 80004000, crypto map: GRE-OVER-IPSEC
sa timing: remaining key lifetime (k/sec): (4199053/661) 1 .254 .254 .2
IV size: 16 bytes

replay detection support: Y .254 254

ecn bit support: Y status: off
Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

192.168.1.0/24

outbound esp sas:
spi: @x7DS7ABOF(2102897567)
transform: esp-aes esp-sha2s6-hmac ,
in use settings ={Transport, }
conn id: 2, flow_id: SW:2, sibling_flags 80004000, crypto map: GRE-OVER-IPSEC
sa timing: remaining key lifetime (k/sec): (4199053/601)

IV size: 16 bytes

replay detection support: Y

ecn bit support: Y status: off

Status: ACTIVE(ACTIVE) —

outbound ah sas:

o
o]
pN

- 192.168.2.0/24
Q]
N

e T, |Psec SA #7329 %,
VPN-RT1 AR % & "100.1.2.2 (VPN-RT2)" (ZXF L T peer &R EINT

B, inboundesp & outboundesp ® 220M SA LI INTWBE I LD
AN

£7-. ping DETHIAS [IN] CAFEIABEICKILTEY . #pkt
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Stepls, IPsec SA O
VPN-RT2#show crypto ipsec sa

interface: Ethernet1/e
Crypto map tag: GRE-OVER-IPSEC, local addr 100.1.2.2

protected vrf: (none

local ident (addr/mask/prot/port): (160.1.2.2/255.255.255.255/47/0
remote ident (addr/mask/prot/port): (160.1.1.1/255.255.255.255/47/@)
current_peer 100.1.1.1 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 6, #pkts decompressed: @
#pkts not compressed: @, #pkts compr. failed: @ 0
#pkts not decompressed: @, #pkts decompress failed: @
#send errors @, #recv errors @

IPsec SA (VPN-RT2 to VPN-RT1)
IPsec SA (VPN-RT1 to VPN-RT2)
ISAKMP SA

local crypto endpt.: 100.1.2.2, remote crypto endpt.: 160.1.1.1

plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet1/e 0
current outbound spi: @x3753£989(928246261)

PFS (Y/N): N, DH group: none

] GRE Tunnel : 172.16.1.0/24
inbound esp sas:
spi: @x6602149D(1711412381)
transform: esp-aes esp-sha256-hmac ,
conn id: 3, flow_id: SW:3, sibling_flags 80000000, crypto map: GRE-OVER-IPSEC
sa timing:

VPN-RT1 Internet VPN-RT2
in use settings ={Transport, }
remaining key lifetime (k/sec): (4219431/448
IV size: 16 bytes

100.1.1.0/24 100.1.2.0/24
1 .254 .254 .2
replay detection support: Y .254 254
ecn bit support: Y status: off

Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pep sas:

outbound esp sas:

spi: @x3753E9B9(928246201)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Transport, } A
conn id: 4, flow_id: SW:4, sibling_flags 80000000, crypto map: GRE-OVER-IPSEC
sa timing: remaining key lifetime (k/sec): (4219431/440
IV size: 16 bytes
replay detection support: Y
ecn bit support: Y status: off
Status: ACTIVE(ACTIVE)

192.168.1.0/24

192.168.2.0/24
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Stepl, isakmp policy Zi¥E
VPN-RT1(config)#crypto isakmp policy 10
VPN-RT1(config-isakmp)# encryption aes
VPN-RT1(config-isakmp)# hash sha256
VPN-RT1(config-isakmp)# authentication pre-share
VPN-RT1(config-isakmp)# group 5
VPN-RT1(config-isakmp)# lifetime 1000

VPN-RT2(config)#crypto isakmp policy 10
VPN-RT2(config-isakmp)# encryption aes
VPN-RT2(config-isakmp)# hash sha256
VPN-RT2(config-isakmp)# authentication pre-share
VPN-RT2(config-isakmp)# group 5
VPN-RT2(config-isakmp)# lifetime 1000

Step2, pre-shared key Z:iE
VPN-RT1(config)#crypto isakmp key cisco address 100.1.2.2

VPN-RT2(config)#crypto isakmp key cisco address 100.1.2.2

Step3, ERESR
VPN-RT1#show crypto isakmp policy

Global IKE policy
Protection suite of priority 10

encryption algorithm: AES - Advanced Encryption Standard (128 bit keys).
hash algorithm: Secure Hash Standard 2 (256 bit)

authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 1000 seconds, no volume limit

!
VPN-RT1#show crypto isakmp key
Keyring Hostname/Address Preshared Key

default 100.1.2.2 cisco

STV A AES
J\w=a7)LTUX L | SHA256

FOEAT Pre-Shared Key (cisco)
DH group 5
Life time / duration 1,000 sec
(0 GRE Tunnel : 172.16.1.0/24 )
VPN-RT1 Internet VPN-RT2

100.1.1.0/24 100.1.2.0/24 -
A 254 254 2

.254 .254
N -
~ ~
N <
o o
- ~
o« o
o o
o o
o N
A 2
PC1 PC2

crypto map T3 7% < ipsec profile Z W 33545, ISAKMP SA ICE8 L CTIEEK

EEZDE Lo

10



Step4, transform-set ZF&TE
VPN-RT1(config)#crypto ipsec transform-set AES-SHA esp-aes esp-sha256-hmac
VPN-RT1(cfg-crypto-trans)# mode transport

VPN-RT2(config)#crypto ipsec transform-set AES-SHA esp-aes esp-sha256-hmac
VPN-RT2(cfg-crypto-trans)# mode transport

tFaUF«JONIIL | ESP

Life time / duration 1,000 sec

Steps, REHR
VPN-RT1#show crypto ipsec transform-set AES-SHA
{ esp-aes esp-sha256-hmac }

will negotiate = { Transport, },

ATULE—-R

transport

STV A AES

Step6, IPsec Life time / duration Z®E
VPN-RT1(config)#crypto ipsec security-association lifetime seconds 1000

I\ aT)LTUZLA SHA256

VPN-RT2(config)#crypto ipsec security-association lifetime seconds 1000 DH group N/A
Step7, ipsec profile DRE
VPN-RT1(config)#crypto ipsec profile IPSEC_PROFILE
VPN-RT1(ipsec-profile)#set transform-set AES-SHA
VPN-RT2(config)#crypto ipsec profile IPSEC_PROFILE 0 GRE Tunnel : 172.16.1.0/24 )
VPN-RT2(ipsec-profile)#set transform-set AES-SHA
VPN-RT1 Internet VPN-RT2
Steps, BEHR 100.1.1.0/24 100.1.2.0/24
VPN-RT1#show crypto ipsec profile
IPSEC profile IPSEC_PROFILE A 254 254 2
Security association lifetime: 4608000 kilobytes/1008 seconds .254 .254
Responder-Only (Y/N): N
PFS (Y/N): N < -
Mixed-mode : Disabled g N
Transform sets={ 2 <
AES-SHA: { esp-aes esp-sha256-hmac } , o ~
<] ]
} 2 2
IPSEC profile default & I
Security association lifetime: 4608000 kilobytes/1000 seconds - -
Responder-Only (Y/N): N
PFS (Y/N): N 1 .2
Mixed-mode : Disabled
PC1 PC2

Transform sets={
default: { esp-aes esp-sha-hmac } ,

b

IPsec SA (CBE9 23R E % 1T O &
AN

ipsec profile Z B 535514 ACL AARE

F 7=. ipsec profile TIZ crypto map & £ Y transform-set DT 1T D A1T

Do
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Step9, crypto map % tunnel I/F (CBMA
VPN-RT1(config-if)#tunnel protection ipsec profile IPSEC_PROFILE

VPN-RT2(config-if)#tunnel protection ipsec profile IPSEC_PROFILE

Stepl®, isakmp sa ODFEER

VPN-RTL#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
100.1.1.1 100.1.2.2 QM_IDLE 1001 ACTIVE
100.1.2.2 100.1.1.1 QM_IDLE 1002 ACTIVE

IPV6 Crypto ISAKMP SA

VPN-RT2#show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
100.1.1.1 100.1.2.2 QM_IDLE 1001 ACTIVE 0 ISAKMP SA )
100.1.2.2 100.1.1.1 QM_IDLE 1002 ACTIVE
(0 GRE Tunnel : 172.16.1.0/24 )
IPv6 Crypto ISAKMP SA
VPN-RT1 Internet VPN-RT2
% 100.1.1.0/24 % 100.1.2.0/24 %
1 .254 .254 2
.254 .254
<
~
3
<
°
g

o
o]
pN

- 192.168.2.0/24
Q]
N

2021 (VD &HaD ¢ i

5% IZE% L 7= ipsec profile & Tunnel I/F (CEBE T %,
Z Z7TlZ. GRE Tunnel @ I/F (@A L TW5,

F 7-. ipsec profile TlZ profile % tunnel I/F (@A L 72 5 T ISAKMP
SA,IPSEC SA "#EIZLE NS,

F 9 IZHESL L 7= ISAKMP SA % show command THEERT 5,

VPN-RT1 & VPN-RT2 T ISAKMP SAAHEIZLL TWA Z EAhh 5,

¥ipsec profile ##@HA T 2 Z & TH IPsec ZEEH 5 ISAKMP SA H a1
57-%. |Psec SA H2AKMEIIENTWD,
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Stepll, IPsec SA DR
VPN-RT1#show crypto ipsec sa

interface: Tunnele
Crypto map tag: Tunnele-head-0, local addr 100.1.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (160.1.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (100.1.2.2/255.255.255.255/47/0)
current_peer 100.1.2.2 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: @, #pkts encrypt: @, #pkts digest: @

#pkts decaps: 0, #pkts decrypt: @, #pkts verify: @ () IPsec SA (VpN_Rn to VpN_RT1)
#pkts compressed: ©, #pkts decompressed: @

#pkts not compressed: @, #pkts compr. failed: @

#pkts not decompressed: @, #pkts decompress failed: @ () IPsec SA (VPN'RT1 to VPN'm)

#send errors @, #recv errors @

{0 [SAKMP SA
local crypto endpt.: 160.1.1.1, remote crypto endpt.: 100.1.2.2
plaintext mtu 1458, path mtu 1560, ip mtu 1508, ip mtu idb Ethernet1/e 0 GRE Tunnel : 172.16.1.0/24
current outbound spi: @x9F2F4D76(2676677366)
PFS (Y/N): N, DH group: none

VPN-RT1 Internet VPN-RT2
inbound esp sas: e e o
spi: @x57BEA7BD(1472112573) = 100.1.1.0/24 @ —H 100.1.2.0/24 %
transform: esp-aes esp-sha256-hmac , 1 .254 .254 .2
in use settings ={Transport, } 254 254
conn id: 1, flow_id: SW:1, sibling_flags 80004600, crypto map: Tunnel®-head-@ :
sa timing: remaining key lifetime (k/sec): (4688000/942) < <
1V size: 16 bytes Q Q
replay detection support: Y e N
ecn bit support: Y status: off = 5
Status: ACTIVE(ACTIVE) ° °
spi: @x80BSE11C(2159403292) o o
transform: esp-aes esp-sha256-hmac , o e

in use settings ={Transport, }

conn id: 3, flow_id: SW:3, sibling_flags 80000000, crypto map: Tunnele-head-@
sa timing: remaining key lifetime (k/sec): (4305641/944) A -2
IV size: 16 bytes

replay detection support: Y

bl
o]
pN
ped
Q]
N

ecn bit support: Y status: off
Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

T, IPsec SA ZHEFRT %,

VPN-RT1 AR % & "100.1.2.2 (VPN-RT2)" (ZXF L T peer &R EINT
H Y. inboundesp & outbound esp @ SA AFEIL SN TWB Z ENbHH
%

XISAKMP SA B LEHT. SAlEin/out T22d DERINTL 5,



Stepll, IPsec SA DR
VPN-RT1#show crypto ipsec sa

outbound esp sas:

spi: @xC1ED74D9(3253564633)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn id: 2, flow_id: SW:2, sibling_flags 80004000, crypto map: Tunnel@-head-@
sa timing: remaining key lifetime (k/sec): (4608000/942)
IV size: 16 bytes
replay detection support: Y
ecn bit support: Y status: off
Status: ACTIVE(ACTIVE)

spi: @x9F2FA4D76(2670677366)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn id: 4, flow_id: SW:4, sibling_flags 80000000, crypto map: Tunnel@-head-@
sa timing: remaining key lifetime (k/sec): (4305641/944)
IV size: 16 bytes
replay detection support: Y
ecn bit support: Y status: off
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

[Psec SA (VPN-RTZ to VPN-RT1)

IPsec SA (VPN-RT1 to VPN-RT2)

ISAKMP SA

GRE Tunnel : 172.16.1.0/24

VPN-RT1

e

Internet

100.1.1.0/24 '! 100.1.2.0/24

\

254

192.168.1.0/24

o
o]
pN

1

254 254 2

PN-

3

(

.254

- 192.168.2.0/24
Q]
N

BT, IPsec SA ZHEERT B,

VPN-RT1 AR % & "100.1.2.2 (VPN-RT2)" (ZXF L T peer &R EINT
H Y. inboundesp & outbound esp @ SA AFEIL SN TWB Z ENbHH

2o

XISAKMP SA B LEHT. SAlEin/out T22d DERINTL 5,
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Stepl, isakmp policy Zi¥iE
VPN-RT1(config)#crypto isakmp policy 10
VPN-RT1(config-isakmp)# encryption aes
VPN-RT1(config-isakmp)# hash sha256
VPN-RT1(config-isakmp)# authentication pre-share
VPN-RT1(config-isakmp)# group 5
VPN-RT1(config-isakmp)# lifetime 1000

VPN-RT2(config)#crypto isakmp policy 10
VPN-RT2(config-isakmp)# encryption aes
VPN-RT2(config-isakmp)# hash sha256
VPN-RT2(config-isakmp)# authentication pre-share
VPN-RT2(config-isakmp)# group 5
VPN-RT2(config-isakmp)# lifetime 1000

Step2, pre-shared key Z:7E
VPN-RT1(config)#crypto isakmp key cisco address 100.1.2.2

VPN-RT2(config)#crypto isakmp key cisco address 100.1.2.2

Step3, ERESR
VPN-RT1#show crypto isakmp policy

Global IKE policy
Protection suite of priority 10

encryption algorithm: AES - Advanced Encryption Standard (128 bit keys).
hash algorithm: Secure Hash Standard 2 (256 bit)

authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 1000 seconds, no volume limit

!
VPN-RT1#show crypto isakmp key
Keyring Hostname/Address Preshared Key

default 100.1.2.2 cisco

STV A AES
J\w=a7)LTUX L | SHA256

Feel o T Pre-Shared Key (cisco)
DH group 5
Life time / duration 1,000 sec
VPN-RT1 Internet VPN-RT2
100.1.1.0/24 — 100.1.2.0/24
1 .254 .254 .2
3 3
S S
g g
1 .2
PC1 PC2

GRE #fEB+t 9 (2. Tunnel mode % IPsec £ 352 & T%H IPsec VPN %##

R DHIENAREEL D,

ZDHEH,. ISAKMP SA ICET 2 EIFEEN LY,
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Step4, transform-set ZF&TE
VPN-RT1(config)#crypto ipsec transform-set AES-SHA esp-aes esp-sha256-hmac
VPN-RT1(cfg-crypto-trans)# mode tunnel

VPN-RT2(config)#crypto ipsec transform-set AES-SHA esp-aes esp-sha256-hmac
VPN-RT2(cfg-crypto-trans)# mode tunnel

| teFaussToraL

Life time / duration

1,000 sec

Steps, REHR
VPN-RT1#show crypto ipsec transform-set AES-SHA
{ esp-aes esp-sha256-hmac }

will negotiate = { Tunnel, },

ATULE—-R

tunnel

BSE7ILTUX A

AES

Step6, IPsec Life time / duration Z®E
VPN-RT1(config)#crypto ipsec security-association lifetime seconds 1000

VPN-RT2(config)#crypto ipsec security-association lifetime seconds 1000

J\w2aFPILTUX LA

SHA256

DH group

N/A

Step7, ipsec profile MDFRE
VPN-RT1(config)#crypto ipsec profile IPSEC_PROFILE
VPN-RT1(ipsec-profile)#set transform-set AES-SHA

VPN-RT2(config)#crypto ipsec profile IPSEC_PROFILE
VPN-RT2(ipsec-profile)#set transform-set AES-SHA

Step8, MIEWR
VPN-RT1#show crypto ipsec profile
IPSEC profile IPSEC_PROFILE
Security association lifetime: 4608000 kilobytes/1000 seconds
Responder-Only (Y/N): N
PES (Y/N): N
Mixed-mode : Disabled
Transform sets={
AES-SHA: { esp-aes esp-sha256-hmac } ,
b

IPSEC profile default
Security association lifetime: 4608000 kilobytes/1060 seconds
Responder-Only (Y/N): N
PFS (Y/N): N
Mixed-mode : Disabled
Transform sets={

default: { esp-aes esp-sha-hmac } ,

b

VPN-RT1 Internet

100.1.2.0/24

VPN-RT2

100.1.1.0/24
A 254

254

192.168.1.0/24

PC1

254 2

<
~
<
N
N
©
°
o
o

PC2

VTl over IPsec @354, GRE IZ{EHE T IZ IPsec & L T IP header 154

%

ZdD7-% . tunnel mode (& transport TlZ7%: < tunnel Z3EE T %,
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Step9, Tunnel I/F (IPsec) Z&TE

VPN-RT1(config)#interface tunnel @

VPN-RT1(config-if)#ip address 172.16.1.1 255.255.255.0
VPN-RT1(config-if)#tunnel source Ethernet1/e
VPN-RT1(config-if)#tunnel destination 100.1.2.2
VPN-RT1(config-if)#tunnel mode ipsec ipva
VPN-RT1(config-if)#tunnel protection ipsec profile IPSEC_PROFILE

VPN-RT2(config)#interface tunnel @

VPN-RT2(config-if)#ip address 172.16.1.2 255.255.255.0
VPN-RT2(config-if)#tunnel source Ethernet1/e
VPN-RT2(config-if)#tunnel destination 160.1.1.1
VPN-RT2(config-if)#tunnel mode ipsec ipva
VPN-RT2(config-if)#tunnel protection ipsec profile IPSEC_PROFILE

Stepl0, tunnel I/F ODBER
VPN-RT1#show interfaces tunnel @
Tunnel@ is up, line protocol is up
Hardware is Tunnel
Internet address is 172.16.1.1/24
MTU 17878 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 100.1.1.1 (Ethernet1/0), destination 100.1.2.2
Tunnel Subblocks:
src-track:
Tunnel@ source tracking subblock associated with Ethernet1/e
Set of tunnels with source Ethernet1/@, 1 member (includes iterators), on interface <OK>
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1438 bytes
Tunnel transmit bandwidth 8600 (kbps)
Tunnel receive bandwidth 8060 (kbps)
Tunnel protection via IPSec (profile "IPSEC_PROFILE")

Stepll, isakmp sa ODFEER
VPN-RT1#show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
100.1.1.1 100.1.2.2 QM_IDLE 1001 ACTIVE
100.1.2.2 100.1.1.1 QM_IDLE 1002 ACTIVE

IPV6 Crypto ISAKMP SA

VPN-RT2#show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status

100.1.1.1 100.1.2.2 QM_IDLE 1001 ACTIVE

100.1.2.2 100.1.1.1 QU_IDLE 1002 ACTIVE
L_IPv6 Crypto ISAKMP SA

(I ISAKMP SA )
VPN-RT1 Internet VPN-RT2
% 100.1.1.0/24 % 100.1.2.0/24 %

Kl 1254 1254 2
.254 .254
N N
S S
g g
A 2
PC1 PC2

VTl over IPsec TlZ. Tunnel mode % [ipsecipvd] & L.

ZERT %,

ipsec profile

¥ 7-. ipsec profile TIZ profile % tunnel I/F (@A L 7 = T ISAKMP

SA,IPSEC SA WL SN 5,

¥ 3 13HESL L 7= ISAKMP SA % show command THEEET 5,

VPN-RT1 & VPN-RT2 T

SAKMP SA W HEIIL TWB Z &b h B,

¥ipsec profile ##@HA T 2% Z & TH IPsec ZEH » ISAKMP SA A EHtA S 1

571-%. |IPsec SA W2KMEZLEINT WD,
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Stepll, IPsec SA ODBESR
VPN-RT1#show crypto ipsec sa

interface: Tunnel@®

Crypto map tag: Tunnelo-head-e, local addr 100.1.1.1

protected vrf: (none
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/6/6.

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/6/6
current_peer 100.1.2.2 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: @, #pkts encrypt: 0, #pkts digest: @

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: @
#pkts compressed: 6, #pkts decompressed: @

#pkts not compressed: @, #pkts compr. failed: @

#pkts not decompressed: @, #pkts decompress failed: @
#send errors @, #recv errors @

local crypto endpt.: 100.1.1.1, remote crypto endpt.: 160.1.2.2
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet1/e
current outbound spi: @x8A78B9A7(2323167655)

PFS (Y/N): N, DH group: none

inbound esp sas:
Spi: @x6A7C3A2B(1786526251)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Tunnel, }
conn id: 5, flow_id: SW:5, sibling_flags 80000040, crypto map: Tunnelo-head-@
sa timing: remaining key lifetime (k/sec): (4324236/669)
IV size: 16 bytes
replay detection support: Y
ecn bit support: Y status: off
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pep sas:

outbound esp sas:

spi: @x8A78BIA7(2323167655)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Tunnel, }

conn id: 6, flow_id: SW:6, sibling_flags 80000040, crypto map: Tunnelo-head-@
sa timing: remaining key lifetime (k/sec): (4324236/669)

IV size: 16 bytes

replay detection support: Y

ecn bit support: Y status: off

Status: ACTIVE(ACTIVE)

outbound ah sas:

[Psec SA (VPN-RTZ to VPN-RT1)

IPsec SA (VPN-RT1 to VPN-RT2)

ISAKMP SA

GRE Tunnel : 172.16.1.0/24

VPN-RT1 Internet
“'“ 100.1.1.0/24 E==i= 100.1.2.0/24
1 254 254 2
254
<
~
3
<
°
o
E
A
PC1

192.168.2.0/24

ped
Q]
N

BT, IPsec SA ZHEERT B,
VPN-RT1 AR % &,
B,

"100.1.2.2 (VPN-RT2)" IZ¥ L T peer BE&E SN T

inbound esp & outbound esp @ 22D SAAREILINTWB Z EAD
h 5,
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