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RT2#show ip access-lists 10
Standard IP access list 10
10 deny 192.168.12.0, wildcard bits 0.0.0.255
20 permit 1.1.1.1
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RT1(config)#ip access-list standard 10
RT1(config-std-nacl)#10 deny 192.168.1.0 0.0.0.255
RT1(config-std-nacl)#20 permit host 1.1.1.1

RT1(config)#ip access-list extended 100
RT1(config-ext-nacl)#1@ deny tcp 192.168.1.0
RT1(config-ext-nacl)#20 permit ip 192.168.1.0 @

RT1(config)#ip access-list standard TEST1
RT1(config-std-nacl)#10 deny 192.168.1.0 0.0.0.255
RT1(config-std-nacl)#20 permit host 1.1.1.1
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RT1(config)#ip access-list extended TEST2
RT1(config-ext-nacl)#10 deny tcp 192.168.1
RT1(config-ext-nacl)#20 permit ip 192.168.1
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© 0.0.0.255 eq 80
0 0.0.0.255
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RT2#show ip access-lists 10

Standard IP access list 10
10 deny 192.168.12.0, wildcard bits 0.0.0.255
20 permit 1.1.1.1

RT1 RT2
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Eth0/0 Eth0/0 Eth0/1 Eth0/0

X
Sip : 192.168.12.1

Dip : 192.168.23.3
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Sip: 1.1.1.1
Dip : 192.168.23.3
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RT2#show ip access-lists 100
Extended IP access list 100
10 deny tcp 192.168.12.0 0.0.0.255 192.168.13.0 0.0.0.255 eq www
20 permit ip 192.168.12.0 0.0.0.255 192.168.13.0 0.0.0.255

RT1 RT2
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Eth0/0 Eth0/0 Eth0/1 Eth0/0

X
Sip : 192.168.12.1, 52058_tcp

Dip : 192.168.23.3, 80_tcp
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©2021 L\oERD &,

I 5,

- Protocol

- Source / Destination Network
- Source / Destination Port
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RT2#show ip access-lists TEST1

Standard IP access list TEST1
10 deny 192.168.12.0, wildcard bits 0.0.0.255
20 permit 1.1.1.1

RT1 RT2
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Sip : 192.168.12.1
Dip : 192.168.23.3
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Dip : 192.168.23.3
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RT2#show ip access-lists TEST1
Standard IP access list TEST1
10 deny 192.168.12.0, wildcard bits 0.0.0.255
20 permit 1.1.1.1

RT1 SW
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Eth0/0 Eth0/0 Eth0/1 Eth0/0

X
Sip : 192.168.12.1

Dip : 192.168.23.3
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Sip: 1.1.1.1
Dip : 192.168.23.3
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RT2#show ip access-lists TEST1
Standard IP access list TEST1

10 deny 192.168.12.0, wildcard bits 0.0.0.255
20 permit 1.1.1.1

RT1 SW
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RT2#show ip access-lists TEST1

Standard IP access list TEST1
10 deny 192.168.12.0, wildcard bits 0.0.0.255
20 permit 1.1.1.1

RT1
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X
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