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Numbered standard ACLs ~inbound~




Stepl, FRIEHER
RT1#ping 192.168.23.3
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/6/6 ms

RT1l#ping 192.168.23.3 source 1.1.1.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

RT1l#ping 192.168.23.3 source 11.11.11.11
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Packet sent with a source address of 11.11.11.11

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/5/6 ms

Step2, ACLs Zi&TE

RT2(config)#ip access-list standard 10
RT2(config-std-nacl)#10 deny 192.168.12.0 ©.0.0.255
RT2(config-std-nacl)#20 permit host 1.1.1.1

Step3, TR
RT2#show ip access-lists 10
Standard IP access list 10
20 permit 1.1.1.1
10 deny 192.168.12.0, wildcard bits 0.0.0.255

RT1
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RT3
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Lo0: 1.1.1.1/32
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Eth0/0 % Eth0/1
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> —4 > ZA&ES20: Source IP 1.1.1.1/32 m@E % 7]




Step4, ACLs Zi@A
RT2(config)#interface ethernet 0/0
RT2(config-if)#ip access-group 10 in

Steps, BREHER

RT1#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100@-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
uuuuu

Success rate is @ percent (0/5)

RT1#ping 192.168.23.3 source 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/5/7 ms

RT1#ping 192.168.23.3 source 11.11.11.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Packet sent with a source address of 11.11.11.11

uuuuu

Success rate is @ percent (0/5)

RT1 RT2 RT3
% Eth0/0 Eth0/0 % Eth0/1 Eth0/0 %
Lo0: 1.1.1.1/32

Lot : 11.11.11.11/32

Step6, B)EHESR
RT2#show ip access-lists 10
Standard IP access list 10
20 permit 1.1.1.1 (5 matches)
10 deny  192.168.12.0, wildcard bits ©0.0.0.255 (10 matches)
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Numbered standard ACLs ~outbound~




Stepl, FRIEHER

RT1#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/6/6 ms

RT1l#ping 192.168.23.3 source 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

RT1l#ping 192.168.23.3 source 11.11.11.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Packet sent with a source address of 11.11.11.11

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/5/6 ms

Step2, ACLs Zi&TE

RT2(config)#ip access-list standard 10
RT2(config-std-nacl)#10 deny 192.168.12.0 ©.0.0.255
RT2(config-std-nacl)#20 permit host 1.1.1.1

Step3, TR
RT2#show ip access-lists 10
Standard IP access list 10
20 permit 1.1.1.1
10 deny 192.168.12.0, wildcard bits 0.0.0.255

RT3

RT1 RT2
% Eth0/0 Eth0/0 % Eth0/1
Lo0: 1.1.1.1/32
Lot : 11.11.11.11/32

EM/O@
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Step4, ACLs Zi#EFA
RT2(config)#interface ethernet 0/1
RT2(config-if)#ip access-group 10 out

Steps, RIBHER

RT1#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
uuuuu

Success rate is @ percent (0/5)

RT1#ping 192.168.23.3 source 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Packet sent with a source address of 1.1.1.1

Si te is 100 t (5/5), d-tri i = 5/5/7
uccess rate is percent (5/5), round-trip min/avg/max /5/7 ms RT1 RT2 RT3

RT1#ping 192.168.23.3 source 11.11.11.11 % % ﬁ
Type escape sequence to abort. Eth0/0 Eth0/0 Eth0/1 Eth0/0

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Packet sent with a source address of 11.11.11.11
UuuU Lot : 11.11.11.11/32

Success rate is @ percent (0/5)

Lo0: 1.1.1.1/32

RT2#ping 192.168.23.3 source 192.168.12.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Packet sent with a source address of 192.168.12.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/5/6 ms

Step6, EN{FHER
RT2#show ip access-lists 10
Standard IP access list 10
20 permit 1.1.1.1 (5 matches)
10 deny  192.168.12.0, wildcard bits ©0.0.0.255 (10 matches)
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Numbered extended ACLs




Stepl, FRIEHER

RT1#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

RT1l#telnet 192.168.23.3
Trying 192.168.23.3 ... Open

User Access Verification

Password:

RT3>

RT1l#telnet 192.168.23.3 80
Trying 192.168.23.3, 80 ... Open

test

HTTP/1.1 400 Bad Request

Date: Fri, 19 Aug 2022 09:25:09 GMT
Server: cisco-I0S

Accept-Ranges: none

400 Bad Request
[Connection to 192.168.23.3 closed by foreign host]

Step2, ACLs Zi&TE

RT2(config)#ip access-list extended 100

RT2(config-ext-nacl)#10 deny tcp 192.168.12.0 ©.0.0.255 192.168.23.0 0.06.0.255 eq 23
RT2(config-ext-nacl)#20 permit ip 192.168.12.0 0.0.0.255 192.168.23.0 0.0.0.255

Step3, TR

RT2#show ip access-lists 100

Extended IP access list 100
10 deny tcp 192.168.12.0 0.0.0.255 192.168.23.0 0.0.0.255 eq telnet
20 permit ip 192.168.12.0 0.0.0.255 192.168.23.0 0.0.0.255

RT1 RT2 RT3
% Eth0/0 Eth0/0 ﬁ Eth0/1 Eth0/0 ﬁ
Lo0: 1.1.1.1/32

Lot : 11.11.11.11/32
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Step4, ACLs Zi@A
RT2(config)#interface ethernet 0/0
RT2(config-if)#ip access-group 100 in

Steps, BREHER

RT1#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/5/7 ms
RT1l#telnet 192.168.23.3

Trying 192.168.23.3 ...

% Destination unreachable; gateway or host down

RT1l#telnet 192.168.23.3 80

Trying 192.168.23.3, 80 ... Open
test

HTTP/1.1 400 Bad Request

Date: Fri, 19 Aug 2022 09:28:41 GMT
Server: cisco-I0S

Accept-Ranges: none

400 Bad Request
[Connection to 192.168.23.3 closed by foreign host]

Step6, B)EHESR

RT2#show ip access-lists 100

Extended IP access list 100
10 deny tcp 192.168.12.8 0.0.0.255 192.168.23.0 0.0.0.255 eq telnet (1 match)
20 permit ip 192.168.12.0 ©0.0.0.255 192.168.23.0 0.0.0.255 (15 matches)

RT1 RT2 RT3
% Eth0/0 Eth0/0 % Eth0/1 Eth0/0 %
Lo0: 1.1.1.1/32

Lot : 11.11.11.11/32

=E L7 ACL Z# RT2 @ Eth0/0 I inbound AR TEAT %,

RERICBE RTI 2o BRBEZRZITO &
EaERTET,

REBYBEIFEHEINLTWHSZ

ZD#% ACLs #HEZR T 5 & IR ACE |2 match LEBEOHEA ATV b &

NTWBZELRDHLI B,
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Named ACLs
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Stepl, FRIEHER

RT1#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

RT1l#telnet 192.168.23.3
Trying 192.168.23.3 ... Open

User Access Verification

Password:

RT3>

RTli_?telnet 192.168.23.3 80 RT1 RT2
Trying 192.168.23.3, 80 ... Open

test S o —
HTTP/1.1 400 Bad Request %&hﬂ/o Eth0/0 % Eth0/1 EM/O%

Date: Fri, 19 Aug 2022 09:25:09 GMT
Server: cisco-I0S
Accept-Ranges: none Lot : 11.11.11.11/32

Lo0: 1.1.1.1/32

400 Bad Request
[Connection to 192.168.23.3 closed by foreign host]

Step2, ACLs Zi&TE

RT2(config)#ip access-list extended 100

RT2(config-ext-nacl)#10 deny tcp 192.168.12.0 ©.0.0.255 192.168.23.0 0.06.0.255 eq 23
RT2(config-ext-nacl)#20 permit ip 192.168.12.0 0.0.0.255 192.168.23.0 0.0.0.255

Step3, TR

RT2#show ip access-lists TEST

Extended IP access list TEST
10 deny tcp 192.168.12.0 0.0.0.255 192.168.23.0 0.0.0.255 eq telnet
20 permit ip 192.168.12.0 0.0.0.255 192.168.23.0 0.0.0.255

RT3

OB T, Named #ZF T RT2 @ Eth0/0 ICEET A b T 74 v 7 %4
e B,

HIFORABE L TlEEiFEEAN L7 Numbered extended ACL & [EBk & &
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F9. RT1(192.168.12.1) »*» RT3 (192.168.23.3) I L T 32D HETE
ENTELZZEHEILTNDS,

(1) ping
(2) telnet
(3) http

ZDH%, UTOIL—ILTACLZHTET 5,

=4 v R&ES10: Source IP 192.168.12.0/24 H*» Destination IP
192.168.23.0/24 ~®@ 23_tcp JE@IE % FEZE

=4 v R&ESF20: Source IP 192.168.12.0/24 H*» Destination IP
192.168.23.0/24 ~D@(E & & 7]
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Step4, ACLs Zi@A
RT2(config)#interface ethernet 0/0
RT2(config-if)#ip access-group TEST in

Steps, BREHER

RT1#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/5/7 ms
RT1l#telnet 192.168.23.3

Trying 192.168.23.3 ...

% Destination unreachable; gateway or host down

RT1l#telnet 192.168.23.3 80

Trying 192.168.23.3, 80 ... Open
test

HTTP/1.1 400 Bad Request

Date: Fri, 19 Aug 2022 09:28:41 GMT
Server: cisco-I0S

Accept-Ranges: none

400 Bad Request
[Connection to 192.168.23.3 closed by foreign host]

Step6, B)EHESR

RT2#show ip access-lists TEST

Extended IP access list TEST
10 deny tcp 192.168.12.8 0.0.0.255 192.168.23.0 0.0.0.255 eq telnet (1 match)
20 permit ip 192.168.12.0 ©0.0.0.255 192.168.23.0 0.0.0.255 (15 matches)

RT1 RT2 RT3
% Eth0/0 Eth0/0 % Eth0/1 Eth0/0 %
Lo0: 1.1.1.1/32

Lot : 11.11.11.11/32

=E L7 ACL Z# RT2 @ Eth0/0 I inbound AR TEAT %,

RERICBE RTI 2o BRBEZRZITO &
EaERTET,

REBYBEIFEHEINLTWHSZ

ZD#% ACLs #HEZR T 5 & IR ACE |2 match LEBEOHEA ATV b &

NTWBZELRDHLI B,
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